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Whatis a Dapp?

A dapp Is a software application that operates on a decentralized network, typically
on a blockchain., Dapps utilizes peer-to-peer networks and smart contracts to
function without intermediaries.
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Features of dApp

Decentralization:

DApps are developed on distributed blockchain systems, where data and application logic are
dispersed among several nodes. By doing away with a central authority or middleman,
decentralization increases transparency, lowers the possibility of censorship, and removes single
points of failure.

Open Source:

DApps are frequently open source, enabling the community to freely view and audit the code. The
fact that anybody may review, contribute to, and suggest improvements to the codebase,
encourages transparency, collaboration, and creativity.

Smart Contracts:

SMmart contracts, which self-execute and have the conditions of the agreement written directly into
the code, are used by DApps. On the blockchain, smart contracts make it possible to execute
complicated logic, enforce corporate rules, and automate distrustless transactions.
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Features of dApp

Tokenization

Tokens are freguently used by DApps to symbolize wealth, ownership, or access privileges inside
the application. Tokens can be built as custom tokens using smart contracts or as native tokens
to the Dblockchain plattorm. Within the DApp ecosystem, tokenization provides incentives,
rewards, and economic models.

Consensus Mechanisms:

DAppPSs rely on consensus technigues to accomplish network-wide agreement and transaction
validation. Proof of work (PoW), delegated proof of stake (DPoS), and other well-known
CONSeNnsuUs procedures are examples. Security, scalablility, and energy efficiency are impacted by
the consensus technigue utilized.

Immutability and Auditability:

DApps use blockchain's immutability to make sure that once data is recorded, it cannot be
changed or tampered with. This permits verifiable and transparent record-keeping and gives a
trustworthy audit trail.
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Features of dApp

Off-Chain Storage:

While the blockchain stores critical data and smart contracts, some dapps utllize off-chain
storage solutions to store larger files, such as media or user-generated content. These off-
chain storage systems may include decentralized storage platforms like IPFS (InterPlanetary
Fle System) or traditional centralized cloud storage providers.

Peer-to-Peer Networking:

In some dapp architectures, peer-to-peer (P2P) networking protocols are employed for
direct communication between users, bypassing the need for centralized servers. P2P
networking can enable decentralized messaging, file sharing, and real-time interactions within
the dapp.
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1. Define the Problem and Solution

ldentify the problem your DApp aims to solve and determine how blockchain technology and
decentralization can provide a unigue solution. For example, let's consider a supply chain
Management DApp. The problem could be inefficient tracking and verification of products. The
answer would involve creating a transparent and immutable ledger for tracking product
novement.
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2. Choose the Blockchain Platform

Select a suitable blockchain platform that aligns with your DApp reqguirements. Some
blockchain platform examples:

Ethereum: Use the Ethereum blockchain to create smart contracts and leverage its broad
community support and ecosystem,

Hyperledger Fabric: Utlize Hyperledger Fabric, an enterprise-grade blockchain platform,
for permissioned networks and privacy-focused supply chain solutions.

Polkadot: txplore Polkadot for interoperable and scalable blockchain solutions, enabling
communication between multiple blockchains
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3. Design and Develop Smart Contracts

Create and construct the smart contracts that are required for your DApp. Depending on
the blockchain platform selected, a variety of programming languages can be used to
create smart contracts:

Ethereum: Use Solidity, the most popular language for Ethereum smart contracts.
Hyperledger Fabric. Devslop chain code (smart contracts) using Go, JavaScript, or
other supported languages.

Polkadot: | cverage Substrate, a framework for building blockchain platforms, and its
supported languages like Rust or C++,
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4. Develop Front-End and Back-End Components

Create the user interface (Ul) and user experience (UX) design for your DApp's front end. You can
use different tech stacks for front-end and back-end development

Front-end:

Web-based DApp: Use HTML, CSS, and Javascript frameworks like React, Angular, or Vue,js.
Mobile DApp: Develop native applications using Swift for 10S or Kotlin for Android, or consider
cross-platform frameworks like React Native or FHutter.

Back-end:

Ethereum: Interact with Ethereum nodes and smart contracts using web3,js or ethers,s libraries.
Hyperledger Fabric: Develop server-side components using programming languages like Node.js
or Go, and utilize Hyperledger Fabric SDKs.

Polkadot: Leverage the Substrate framework and its supported back-end languages like Rust,
Javascript, or C++,
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5. Test and Deploy

Test your DApp thoroughly to make sure it operates as intended and can handle a variety of
situations. Test the front-end interactions, smart contracts, and general system behavion
Deploy your smart contracts to the selected blockchain platform after testing is finished.
_aunch your DApp at this point to make it accessible to users.

Remember that your specific requirements, scalabllity requirements, team knowledge, and
resource avallabllity may affect the technology stack you choose. It's crucial to investigate
and assess the top frameworks and tools for your DApp development based on the
blockchain platform you've chosen.
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Tech Stack for Building a Dapp

Bullding a dapp, or decentralized application, requires a combination of technologies
and tools.
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Tech Stack for Building a Dapp

1. Blockchain Platforms

The choice of blockchain platform depends on the specific requirements of the dapp.
Ethereum Is widely preferred for dapp development due to its robust ecosystem, smart
contract support, and large developer community. Other platforms like EOsS, TRON, and

Binance Smart Chain also offer dapp development capabillities.

2. Smart Contract Development

Smart contracts define the business logic of the dapp and are typically wri
specific programming languages. Solidity is the most popular language for
other platforms may have their languages like EOSIOs C++ or TRON's So

tten In platform-

—thereum, while

[dity-compatible

language. Development frameworks like Truffle or Hardhat facilitate smart contract

complilation, testing, and deployment.
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Tech Stack for Building a Dapp

3. User Interface (Ul) Development

The dapp's user interface layer can be developed using web technologies, mobile frameworks,
or desktop application frameworks. Some commonly used options include:

Web Development: HI ML, CSS, and Javascript frameworks like React, Angular, or Vue,s are

oopular for web-based dapps. Libraries such as Web3,s or ethersjs enable blockchain
communication.

Mobile Development: Cross-platform frameworks like React Native or Futter faclilitate the

development of mobile dapps. Mobile-specific libraries or frameworks enable interaction with
the blockchain.

Desktop Development: tlectron, a framework utilizing web technologies, allows the creation
of cross-platform desktop apps.
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Tech Stack for Building a Dapp

4. Middleware and APIs

Middleware components and APIs enable communication between the dapps Ul and the
blockchain layer, Common tools and libraries include:

Web3.js: A JavaScript library for Ethereum interaction and smart contract commmunication.
ethers.jJs: Another JavaScript library providing a clean APl for Ethereum interaction, including
deployment, calling, and event handling of smart contracts.

IPFS: The InterPlanetary File System, a decentralized storage protocol, enables off-chain file
storage and retrieval

Oracles: Chainlink, Band Protocol, or custom-built oracles provide access to external data
sources, enabling dapps to interact with real-world information.
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Tech Stack for Building a Dapp

5. Development Tools and Testing

Development tools and testing frameworks ensure code quality and security. Common tools include:
Truffle. An Ethereum development framework simplifying smart contract compilation, deployment, and
testing.

Ganache: A personal Ethereum blockchain for local development and smart contract testing,

Hardhat: A flexible development environment and testing framework for Ethereum smart contracts.
Solhint/Solium: Linters for Solidity that identify code issues and enforce best practices.

6. Backend Infrastructure

Additional backend infrastructure may be required based on dapp requirements. This can involve
traditional server-side technologies or decentralized backend solutions:

Traditional Backend: Node s, Python, Ruby, or other backend frameworks can be used if centralized
server-side processing or data storage is required.

Decentralized Backend: Decentralized solutions like IPES for storage or OrbitDB for databases provide
distributed data storage and retrieval capabilities
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Tech Stack for Building a Dapp

7. Token Standards and Development

f the dapp incorporates its native token or cryptocurrency, adnerence to specific token
standards is necessary. For example, ERC-20 is commonly used for fungible tokens on
Ethereum, while ERC-721is prevalent for non-fungible tokens (NFTs).

Create a Decentralized Application in 5
Steps

Your All-in-One Learning Portal: GeeksforGeeks is a
comprehensive educational platform that empowe...
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When you're peering curiously into blockchain...

‘| think | want to build a decentralized app but can't
figure out WHY | actually should or HOW to do it.”

(2) www.edversity.compk



2 problems

1. It's really hard to find information on what the
heck a "DApp" actually is and why anyone
should really care. Just a bunch of crap about
writing your |ICO whitepaper.

2. Anything more detailed gets super technical
and still doesn't provide concepts.

I'll address both of these today.
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Roadmap
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2
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4.
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o

About Decentralized Apps
Blockchain Primitives

DApp Interactions

Case Study: CryptoKitties
DApp lechnical Architecture
Further Considerations
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What is a decentralized app (DApp)?

Requirements:

1. Running of the app (and its data) is distributed across lots of people/nodes
2. There is no single (central) point of failure... it's "unkillable”

NOT requirements:

1. Having a token (or an ICQO).
2. Being open source (though they should be for trust purposes)
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Terminology: DApps vs smart contracts

The DApp is the full application,
iIncluding its front-end markup, any
non-blockchain code on the front
end or a separate server AND the
smart contract.

The Smart Contract is just the
portion of the app that actually
works with the blockchain.
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Centralized applications of “Web 2.0" (today)

The front end (what you see) of the app is served T—1)
from a server controlled by a particular developer or Browser r
company. It's probably cloud-hosted today. @
2. Requests from front end are run on ONE server. r

3. The data from that server and all your interactions
with it flow to the company’s ONE database. Server
1

The server and/or database might be distributed across Tl

multiple data centers or the cloud but it's still run once
and controlled by one individual or company.

S

-

Database

(2) www.edversity.compk



Advantages of centralization

; 8

6.

Experience Control: The product roadmap and

. . =1
user experience can be tightly controlled. Browser r
Clear Business Models: We know exactly how to @
create business value by monetizing user data. Tl
Cost: It's very low cost to host apps.
Speed: It's very fast to run apps.
Iteration: It's easy to iterate quickly and make
changes quickly to stay ahead of technology or Tl
the market. | —
Clear Moats: User lock-in is well understood. Database =5;
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Downsides of centralization

1. Censorship: e —
a. Intentional: eg Facebook Kicking you or your app off their Browser
platform @

b. Unintended: eg Government requiring Facebook to turn Tl

over their data on you or ceasing operations

Hacking: Central data is a constant target

Data Sales: The company gets purchased or Server

goes bankrupt and your data is now in the hands rl

of the highest bidder.
=4

Database ‘()
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Centralized apps lead to data hoarding and lock-in

Web 2.0

YOUR LATHE |5 MUOARLIEL
gy COMPANIES

E
llllllllll
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Decentralized applications of "Web 3.0"

1.  The application still needs the same r Beniinei
front-end stuff (HTML/CSS/JS) served @
from somewhere, eg. a cloud or a \\
static hosting site or P2P network. / Smart

Hosting
2. The front end talks to the Smart — D
Contract using its API (via wallet).
3. The Smart Contract runs code and
stores data on the blockchain network.

Blockchain

This data is generally stored on behalf of Shadeisate

the user. E El E
13




Blockchains are peer-to-peer *networks™

2
100 nodes™ O

Most diagrams get this wrong!

The key feature is that EVERY node that
makes up the network runs the smart
contract and stores the blockchain’'s data.

These nodes, including your app, agree on
the result to return to the frontend.

This gives us decentralization.
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Advantages of decentralization

1. No Censorship: Data and code execution are spread
out over lots of nodes so there is no single point to
censor or fall.

2. No Platform Risk: A special case of censorship, no
platform (like Facebook) can shut down your app
because it became too successful or controversial.

3. Transparency: Everyone can see what code will run so
It's verifiably fair and accurate.
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Problems with decentralizing your app

1. Cost: Because computation runs on every node, YoU can compete on any 2°

by definition it Is at least as costly as the number

of nodes in the network (eg 100x amazon AWS).
2. Time: Since multiple nodes have to first run the
computation (fast) and then come to a consensus
about its result (slow), it's much slower than
central servers.
oervices: How do you provide services to users?
4. Privacy: Right to be forgotten.

S

...unless you're decentralized.
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S0 what apps are worth the tradeoffs?

1. Money: Bitcoin's store of value and Ripple’s "You can compete on any 2”

transactions are still really the only Killer apps.

2. Black/gray markets: There literally isn't any other
way to allow people to transact.

3. Censored systems: Governments prevent people
from using normal means to communicate,
collaborate or transact so they have to go p2p.

4. And...? We'll look at primitives shortly.

...unless you're decentralized.
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Decentralized apps give the user more control

Web 3.0

*We'll talk
|:| A '- D about wallets
shortly...
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Blockchain DApps are getting more sophisticated

1. Money Transfer: Bitcoin is the decentralized
network and its transfers act like a basic DApp.

2. Programmable Money: Adding logic to the
transfers and executing basic code is a DApp.

3. Turing Complete Smart Contracts: The
blockchain runs a virtual computer that can
process anything.
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Blockchain primitives (aka "what it gives you for free”)

1. Ildentity: Everyone gets an account which gives
them a bucket of stuff to hold onto, sort of like a
safety deposit box that lives on the chain.

2. Transactions: The idea of transferring tangible
and intangible goods is fundamental to
blockchains.

3. Cryptography: Chains only exist because of
cryptography and they expose it to anyone's use.
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Why should | build on blockchain?

“So decentralized apps have a sort of abstract
protection against censorship but are slower and
more expensive than centralized ones... how do

they help me as a developer?”
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Blockchain IDENTITY primitives

Everything on the chain gets assigned to an account.

1. Accounts: Accounts can represent a person,
company, app or even a thing (eg refrigerator).

2. Ownership: That account has total control of its
money, its digital goods and its data (which can
represent real-world things like identification)

3. Login/Reputation: Every account’s transaction
history gives It reputation which you can tap into.

In today s web, developers have to custom code these.
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Blockchain TRANSACTION primitives

Everything on the chain gets assigned to an account.

1. Direct: Anything can transfer directly between
accounts without a central authority (allowing
peer-to-peer marketplaces or transfers)

2. Instant: Financial and digital-good transactions
have near-instant finality.

3. Micro: Negligible fees make high frequency
and/or small amounts okay.

4. Conditional: It's easy to add logic like escrow.
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Blockchain CRYPTOGRAPHY primitives

Cryptographic primitives give anyone easy ability to:

1. Verify Activity: Did you do a specific thing or
have specific data on a specific date? Eg supply
chains, ad activity, transfers.

2. Verify Process Integrity: Is this "random’
algorithm actually fair?

This is because it's easy for anyone to use their
account’s private key to “sign” transactions or data.
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Blockchain makes a number of things easy... sort of.

/" Need P2P transactions?
/" Need to handle money transfers?
/" Need simple verifiability of actions?

v/ Need to give users digital stuff?
Instant transactions” Escrow?

...and so on.
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Roadmap

1.
2
3.
4.
9
o

About Decentralized Apps
Blockchain Primitives

DApp Interactions

Case Study: CryptoKitties
DApp [echnical Architecture
Further Considerations
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Decentralized app interactions require permission

Because users control their data (which includes their
money, identity, etc), we have to ask them for
permission before accessing/editing it.

For example, if we run a decentralized marketplace
that facilitates peer-to-peer trades of online trading
cards, if there is a match we need to ask each party for -
them to sign the transaction that completes the trade.  EXI{TeR{eIM R AUIETITo18
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The wallet allows this

A users “"Wallet” contains the cryptographic key
which allows them to sign (verify permission for)
transactions for a particular account (or accounts).

The wallet typically then propagates that
transaction to the blockchain network (usually by
either running its own node or using a trusted node.

...o0 every time we have a transaction that needs
permission, it must go through a wallet.

Smart
Contract
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How a wallet transaction flow looks

] [ PAE L WP Pty Pl T
L= et
B AR g
blcast.2c57 ' ) o e EFS. 2906 0.708527188 ETH 0.607883908 ETH
725
ek 2870 BLIFS 3870 BLIPS
=t L S E LY
0.708527188 ETH Can Linrit v

Lol FrasE s,

2870 BLIFS

TS

= = S

SucCess | Your BLIFS are
pn fhair way, redoad o

uwpdate your balance, here's your
recaipt:
UxndaEacho@ildabn 430 FeEmd 70
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Wallets unlock accounts not just money

Remember -- accounts contain ANYTHING.

The wallet could contain token balances but
also crypto collectibles, identity data or

anything else that's linked to your account ID.

Any time we want to get something unique
from the user, we need their permission to

access that data from the blockchain on their

behalf.
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W MyEtherWallet Behind-The-Scenes

Send transactions => .

e 3. Your transaction goes to a MEW node...

A 2 Ys) YeT:)
- ﬂﬁ}-—ﬂ—} "*!!f&}

1. You sign your transaction °
2. You send your transaction

Sign transactions

| Wl |

ABRLCNE ¥ HTS LIS IS WAL MEFY IS RYE SPOWSIHELE FON

from the pool 4, ..who put it in the poel of all signed transactions

F PO T 15 PEROMRG, 1175 TV THE POy
e -.' u
."':_'.'-'.'
'.-:_.-J_"' = 'rl..-";-
o W T

“=E. Miners pick transact
WIGH GAS PRICES PICKED FIBST)

q

&. Miners then put
transactions in a block

and add it to the chain
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Roadmap

1. About Decentralized Apps
2. Blockchain Primitives

3. DApp Interactions

4. Case Study: CryptoKitties
o

o

DApp [echnical Architecture
Further Considerations
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Case study: CryptoKitties Ul

What is CryptoKitties?

ryptoKitties is a game centered around breedable,
collectible. and oh-so-adorable creatures we call

CryptoKitties! Each cat 1s one-of-a-kKind anad 100% ownead by
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Case study: CryptoKitties Ul

Collectible. fﬁi
Breedable. 3 A
Adorable. v -

i e _fj #, ;
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Case study: CryptoKitties Ul

b LW Noirteas
L] hiplabtans AL i ] kel ik ST T e

B Lan | rereur Mo

Immediately asks me S
. .

for my MetaMask just o .

to get started.

Welcome Back!
CryptoKitties would like to
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Case study: CryptoKitties Ul

Create Account Create Account

F Terms of Use and Privacy
Policy
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Case study: CryptoKitties Ul

Signature Request ; : ,. . . - s COPGGe 10
. !. FA Crpeatetes EF Cotsiges O feach D Gudew  F e by Pt
Your signature is besndg
requested Create the ﬁ ot Laten how b play Crypesietifes
Kitties account e 5 ; fﬂaq
" '. -
and link to my
wallet account. Great-value Kitiss
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Case study: CryptoKitties Ul

B i

e Kitten Class: Breeding

Tutorial. No chain

writes required. e ﬁ g
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Case study: CryptoKitties Ul

Adopt your first Kithy! 'ﬁ‘!‘i! 3
|

Gt -walun Kittins

Mick Warmwight gl

| o | 1} i 1
[ Meg moeiy [ R = B R R
o im s
e LR IR |
Famcy Cats n m
e
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Case study: CryptoKitties Ul

b iw bbb ol k) Mo Mer et
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M
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¢0.000438
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Case study: CryptoKitties Ul

Activity e [ - acn

Details

T rarmac o
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Case study: CryptoKitties Ul

19 Dec, 2018, 5:03pm

And we wait until the seller
approves the sale...
Moving on.

S
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Roadmap

1. About Decentralized Apps

2. Blockchain Primitives

3. DApp Interactions

4. Case Study: CryptoKitties

9. DApp Technical Architecture
6. Further Considerations
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Building a DApp

Front-End: Build and deploy a normal HTML / CSS ==
Frontend
[ JS front end. You'll need app-specific JavaScript. @

Library: Add the code that allows your frontend to

connect to the wallet and blockchain network. JS Library |
F

a. The user's third-party wallet will likely connect

to the network and sent transactions for you. Slon ot L“
Smart Contract: Write the smart contract(s) that T L__c":l
perform the app’s core functions, including anything g™

that modifies the user’s wallet “contents.” =
| Deployed to \ ;
Deploy the smart contract to the blockchain.

Blockchain 5
Lo |- ]{~] i
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High level flows of a web or mobile DApp

Wallet

Web Mobile

Cloud : ——  App

HﬂstEd /H BIGH TRANSACTIONS R"" Etﬂre
(=) 4 | I -. p (o )—

_ M
Trusted Node
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The lifecycle of a user’s transaction

1. Interact: Your user interacts with the page and says "do this thing'.

2. Wallet Check: Your frontend's JavaScript code checks for a wallet and
sends it the intended transaction ("Tx").

3. Get Permission: Wallet asks the user for permission and signs the Tx.

4. Send Tx: The wallet's sends the signed Tx to the blockchain network
(with a local node, trusted node)

5. Run Smart Contract: The network runs the right smart contract code.

6. Respond: The network returns the response.
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The lifecycle of a user’s transaction (diagram)

Interact

Wallet Check
Get Permission
Send Tx

Run Smart Contract
Respond

col U Sl

(2) www.edversity.compk

Node




What you'll pay attention to

As a DApp developer, you'll probably pay most of your attention to:

1. Smart Contract: Writing the smart contract in a secure fashion can be
very challenging.

2. JavaScript: The code on your front end needs to understand what
requests can be sent to the smart contract and how to do so. Once
you've defined your smart contract interface you can code against it in

your frontend (eg React) app.
3. User Interface: The user flows can be challenging to get right.
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Aside: Smart contracts can talk to other smart contracts

Each smart contract is given an account of its own which is externally
iIndistinguishable from that of a user. It is identified by a long hash.

..except, of course, you can make function calls to this "account” and the
contract that lives there will execute them if properly formatted, just like an API.

Smart Contract 1 Smart Contract 2 Smart Contract 3

i — *# —
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Case study: Cryptokitties smart contract architecture

Multiple smart contracts segregate individual functions:

é] KittyCore: Ties it all together via
— inheritance.

KittyBreeding: Logic for how to
I:I breed kitties. GeneScience 1= 055

|
[l

:I KittyAccessControl: Decides meta
LQ things like contract governance. L

KittyAuctions: How to buy, sell and
G auction siring rights.

Al
il

KittyBase: All the data structures
we need to define and track kitties. L

-I KittyMinting: Creating new
:::‘ generation-0 kithies.

{l
Al

~=-  KittyOwnership: The ERC721 spec
L to define non-fungible Kitties.
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Case study: Cryptokitties architectural notes

1. The display logic for kitties is on their server. Kitties are defined
by a genetic code which you own but the Ul is theirs.

2. Their website is served from some sort of static host, not the
blockchain.

3. They have essentially hard-coded the use of MetaMask, which
IS a third-party wallet provider for Ethereum.

4. Their code is available at: hitps://ethfiddle.com/09YbyJRfil
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Let’'s talk about gas

In Bitcoin, each block has a maximum size which is determined in
bytes to allow fast propagation. That determines how many
transactions each block can fit.

In smart contract platforms, a more appropriate measure is how
much computation a given transaction actually requires the miner to

perform.

Gas Is the accounting measure used to decide how complex a

particular transaction is.
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Let's talk about gas

Every operation of your smart contract is added up and

any action thus has a total gas cost.
. , | ¢0.00479 |
Nodes of the network (aka miners) are trying to fit as - aid gas just to
pees submit a bid!

many transactions into their blocks as possible and
prioritize those which reward them the most per unit of

gas.

Thus when your smart contract sends a transaction to
the chain, it must (in Ethereum) also specity how much
you're willing to pay (in ETH) per unit of gas.
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Let's talk about gas

Who should pay for gas?

it's a huge pain for users to deal with it.

¢0.00479 |
= aid gas just to

DETALS submit a bid!

't can be very costly for developers to foot the bill,
especially without protections in place. Code well!

Not all chains use gas the same way but the principle
exists -- nodes must be paid for ALL work somehow.
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Diving deeper

Data Storage: Storage is very expensive to do on-chain because you're
storing in every node! Offload as much as you can. If you need
decentralization, check out IPFS, a decentralized file storage using
peer-to-peer principles similar to Bitl orrent.

Naming: Human-readable |Ds (instead of long hashes) are a big problem.
The project Namecoin is one of many projects trying to provide a single
decentralized place to register and look up names.
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Issues to think about

1. Open Source: DApp culture is all about
transparency so open-source is the way to go.

2. Governance: Who actually decides what happens
when you need to upgrade the contract? Who has
control over its treasury balances”

3. Decentralization: What exactly do you let users
control”? Eg. CryptoKitties DNA or display?

4. Oracles: Where do we get third-party information
from for smart contracts to use?
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THANK-YOU
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