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Week 1: Introduction to Cyber Security and Kali Linux (Completed)

Week 2: Networking and Security Fundamentals

Week 3: Cryptography

Week 4: OS Security

Week 5: Web Security

Week 6: Incident Response and Management

Week 7: Security Policies and Risk Management

Week 8: Emerging Technologies and Future trends

Week 9: CAPSTONE Project and Review

Week 10: CAPSTONE Project Presentations



Introduction to Networking
Understand networks, devices, IPs, etc
Practice with basic tools



All modern systems are networked

Helps troubleshoot issues

Builds foundation for cybersecurity



What is Network?
A network is a collection of computers, servers, mainframes,

network devices, and other devices connected to each other

to share data and resources.



OSI and TCP/IP Models
The OSI Model is a 7-layer framework that standardizes network functions to help with troubleshooting, design, and

understanding. Each layer represents a different function involved in the process of communication between devices on

a network.



Types of Networks



Network Topologies

 Star Topology
Structure: All nodes are connected to a

central hub or switch.

Pros:
Easy to install and manage.

Failure of one node doesn’t affect the rest

of the network.

Cons:
Central hub failure affects whole network

Network topology is the blueprint of how devices are connected and communicate in a network. It plays a key
role in the efficiency, cost, and resilience of a network system.



Network Topologies
2. Bus Topology
Structure: All nodes are connected to a

single backbone cable.

Pros:
Easy to implement for small networks.

Uses less cable than star topology.

Cons:
A break in the main cable can bring down

the entire network.

Performance degrades with more nodes

or high traffic.



Network Topologies
3. Ring Topology
Structure: Each node is connected to

exactly two other nodes, forming a closed

loop.

Pros:
Data flows in one direction, reducing the

chance of collisions.

Cons:
A break in the ring can disrupt the entire

network unless a dual ring is used.



Network Topologies
4. Mesh Topology
Structure: Every node is connected to

every other node.

Pros:
High redundancy and fault tolerance.

Reliable, as data can be rerouted if one path

fails.

Cons:
Expensive and complex to install due to the

number of connections required.



IP Addressing
Definition:
IP (Internet Protocol) is a fundamental network layer protocol used for
identifying devices and routing data across networks, especially the Internet.



IPv4 vs IPv6
IPv4: 192.168.1.1

IPv6: longer, newer format



Public vs Private IPs
Private: for local use

Public: connects to internet



Subnetting Basics
Subnetting is the process of

dividing a larger IP network

into smaller, more

manageable subnetworks

(subnets). This helps improve

network performance,

organization, and security by

limiting broadcast domains

and making IP address

allocation more efficient.

What is Subnetting Why ?
Efficient use of IP

addresses.

Reduce network

congestion by isolating

traffic.

Improve security by

separating network

segments.

Easier management of

large networks.

How Subnetting
Works:

An IP address has

two main parts:

Network portion

(identifies the

network)

Host portion

(identifies devices

on that network)



Subnetting Basics



Subnetting Basics



MAC Addresses
A MAC address (Media Access Control address) is a unique identifier

assigned to a network interface card (NIC) of a device, used for

communication on the local network (e.g., within a Wi-Fi or Ethernet

network).



Structure of a MAC Address:
Typically written as 6 pairs of hexadecimal digits (12 characters).

Example: F8:27:93:6A:1C:EF

First 3 bytes (OUI): Identify the manufacturer (e.g., Intel, Apple).

Last 3 bytes: Unique identifier assigned by the manufacturer.

MAC Addresses



What is OUI in a MAC Address?
OUI (Organizationally Unique Identifier) is the first 24 bits (3 bytes) of a

MAC address, and it identifies the manufacturer or vendor of the

network interface card (NIC)

MAC Addresses

Structure of a MAC Address: F0-A6-54-7C-2A-89

First 3 bytes (F0:A6:54) → OUI: Assigned to the manufacturer.

Last 3 bytes (7C:2A:89) → Unique identifier for the device from that manufacturer.



How to Identify the
Manufacturer Using a
MAC Table
A MAC table (usually from

a switch) lists the MAC

addresses of connected

devices and their

associated ports. To

identify the manufacturer,

follow these steps:

MAC Addresses
Step-by-Step Method:

1. Get the MAC address from your machine.

Example: F0-A6-54-7C-2A-89

2. Extract the OUI:

First 3 bytes: F0-A6-54

3. Use an OUI lookup tool:

Online OUI lookup tools:

IEEE OUI Lookup Tools

macvendors.com

Wireshark OUI list

4. Look up the OUI:

D4:6A:6A → Apple, Inc.



NAT
Network Address
Translation (NAT)
 Purpose:
Translates private IP

addresses (used inside a local

network) to a public IP address

(used on the internet).

Allows multiple devices to

share a single public IP

address.

Adds a layer of security by

hiding internal IP addresses

from the outside world.



Ports
A port is a logical communication endpoint that helps direct data to the right application or

service on a device.

When data reaches a device (via its IP address), the port number tells the device which specific

service or application should handle the data — just like an apartment number in a building.

Concept



Ports



Ports
Commands to check Open Ports



Ports
Commands to close Open Ports



TCP vs UDP
TCP – Transmission Control Protocol

Connection-Oriented: Establishes a

connection before data transfer

(handshake process).

Reliable: Ensures data is delivered

correctly and in order.

Error Checking: Includes error

recovery and retransmission.

Flow Control: Manages how much

data is sent at a time to prevent

overload.

Use Cases: Web browsing

(HTTP/HTTPS), email (SMTP), file

transfers (FTP).

UDP – User Datagram Protocol
Connectionless: Sends data

without establishing a

connection.

Unreliable: No guarantee that

data arrives or arrives in order.

Low Overhead: Faster and

more efficient for small or time-

sensitive data.

No Flow Control: Simply sends

data as it is.

Use Cases: Video streaming,

online gaming, VoIP, DNS lookups.



TCP vs UDP



TCP vs UDP
TCP: reliable, slower

UDP: fast, less reliable

sudo nmap -sT 192.168.1.10      # TCP Scan

sudo nmap -sU 192.168.1.10      # UDP Scan



Firewalls
A firewall is a critical security layer that controls traffic based on rules to protect systems

and networks from unauthorized access, malware, and other threats. It’s one of the first

lines of defense in cybersecurity.



Firewalls
Types of Firewall



Firewalls
Examples of Firewall Software & Tools

Firewall Rules



A VPN is a secure tool that encrypts your internet connection, protects your privacy, and allows

you to safely access remote or restricted content. It is widely used by both individuals and

organizations to enhance security, anonymity, and freedom online

VPNs

Purpose



VPNs
Components of VPN 

Types of VPN



VPNs
Examples of VPN Services/Software



DNS
DNS is a critical backbone of the internet, making web browsing human-friendly, efficient,

and scalable by mapping domain names to IP addresses. It is fundamental to the operation

of both small and large networks.

Purpose



DNS
Components



DNS
Components

Root DNS Server
Role: The top of the DNS hierarchy.

Knows where to find Top-Level

Domain (TLD) servers like .com,

.org, .net, .pk, etc.

Example Query: "Where do I find

the .com servers?"

Response: "Go to these .com TLD

servers."

There are 13 sets of root servers

(A to M), each mirrored globally:

TLD (Top-Level Domain) DNS Server
Role: Manages domains under a specific

extension like .com, .org, .edu, .gov, etc.

Knows which authoritative server handles a

specific domain like example.com.

Example Query: "Where is example.com

hosted?"

Response: "Check with the authoritative

server for example.com."

🔍 Examples of TLDs:
.com → for commercial websites

.org → for organizations

.pk → Pakistan-specific domains

.edu → educational institutions

Authoritative DNS Server
Role: This server holds the actual

DNS records for the domain (like

A, MX, CNAME, TXT).

Answers: "Here is the IP address

for www.example.com."

Can be managed by hosting

providers, CDN providers, or

internal DNS servers



DNS
Bifurcation (Breakdown Summary)



DHCP
A critical networking protocol that automates IP address allocation, ensuring devices can quickly and

reliably connect to the network without manual setup. It's essential for modern, scalable, and mobile-

friendly networks.

Purpose



DHCP
How DHCP Works (Functionality)
The DHCP process is known as DORA — a 4-step sequence:



DHCP
What Does DHCP
Assign?

IP address

Subnet mask

Default gateway

DNS server

Lease duration

Other options

(e.g., NTP servers,

domain name)

Importance of DHCP in a Network



Bandwidth vs Latency



Bandwidth vs Latency
Detailed Comparison



Bandwidth vs Latency
Summary



Cybersecurity in TCP/IP and OSI Models



Cybersecurity Threats
Related to IP Addressing

IP Spoofing: Attacker disguises as a trusted IP to bypass controls

Reconnaissance Scans: Attackers map IP ranges to identify targets

Unauthorized Access: Poor IP allocation can expose sensitive systems

DDoS Attacks: Massive traffic floods to target IP addresses



How Subnetting Enhances
Security

Network Isolation: Limits access between departments/segments

Containment of Breaches: Restricts lateral movement of attackers

Access Control: ACLs and firewalls based on subnet

Easier Monitoring: Log filtering and traffic analysis simplified



Best Practices
Use private IPs internally (RFC1918 ranges)
Enable reverse path filtering to prevent spoofing
Monitor IP usage and subnet utilization
Implement logging and alerts for unusual IP activity



Packet Flow
Packet flow refers to the journey that data packets take from a

source device (like your computer) to a destination (like a web

server), passing through various network devices along the way.



Securing Home Networks
Change default passwords
Enable firewall
Turn off unused services



Wi-Fi Security
A method to protect wireless networks from intrusions, data theft, and misuse.

With proper protocols (like WPA3), strong passwords, and awareness of attack

methods, you can secure your network effectively.

Purpose



Wi-Fi Security
Common Wi-fi Attacks



Wi-Fi Security
Wi-fi Security Protocols



Wi-Fi Security
Methods to secure 



Wi-Fi Security
Wi-fi Testing Tools



Safe Network Practices
Close unused ports
Monitor logs
Patch systems



What we Learned Today
Introduction to Networking
Understand networks, devices, IPs, etc
Practice with basic tools



Instructor: Muddassir Shafique

TA: Suleiman Taj



What will we learn Today
What are Security Fundamentals
What is Network Security?
Focus on threats, scanning, defense



Cybersecurity Fundamentals
Cybersecurity is not a one-time solution but an ongoing process. Every organization,
government, and individual must understand its fundamentals and adopt a proactive security
culture. As cyber threats grow more complex in 2025, security must be embedded across
people, processes, and technology.

Purpose

The primary goals of cyber security are:
Confidentiality – Ensuring information is accessible only to authorized individuals.
Integrity – Preventing unauthorized modification of data and systems.
Availability – Ensuring reliable access to information and resources when needed.

These are collectively known as the CIA Triad, the foundation of cyber security.



Principles of Cyber Security
Confidentiality

Only authorized individuals have access to data.

Involves encryption, access control, and authentication.

Integrity
Ensures that data remains accurate and unaltered.

Involves checksums, hashing, and version control.

Availability
Information and systems are accessible when needed.

Protected through backup systems, redundancy, and robust network designs.

Cybersecurity Fundamentals



Principles of Cyber Security
Authentication

Verifying the identity of users and systems.

Common methods: Passwords, biometrics, two-factor authentication (2FA).

Authorization
Granting users appropriate access levels based on roles.

Non-repudiation
Ensures that a sender cannot deny having sent a message.

Achieved through digital signatures and logs.

Accountability
Users and systems must be traceable through logs and monitoring.

Cybersecurity Fundamentals



Fundamentals of Cyber Security

Network Security
Protects internal networks from intruders using firewalls, IDS/IPS, etc.

Information Security
Protects data integrity and privacy in storage and transit.

Application Security
Secures software against vulnerabilities throughout its lifecycle.

Endpoint Security
Protects individual devices like PCs, mobiles, and tablets.



Fundamentals of Cyber Security

Cloud Security
Ensures security in cloud-based infrastructures and SaaS platforms.

Identity & Access Management (IAM)
Manages who can access what resources.

Disaster Recovery & Business Continuity
Ensures quick recovery from attacks or failures.

Security Awareness Training
Educating users on recognizing phishing, using strong passwords, etc.



Modern cybersecurity requirements
Zero Trust Architecture
“Never trust, always verify” model to minimize risk across devices and users.

AI-Driven Threat Detection
Using machine learning for anomaly detection and threat intelligence.

Compliance with Regulations
Adherence to GDPR, HIPAA, NIST, ISO 27001, and local laws.

Cybersecurity in Remote Work
Securing endpoints, VPNs, and remote access tools.

 Cloud-native Security Tools
Implementing CSPM, CIEM, and other modern cloud security solutions.



Modern cybersecurity requirements

Multi-Factor Authentication (MFA)
MFA is now essential, not optional, across all critical systems.

Security-as-Code & DevSecOps
Integrating security into development pipelines from the start.

Incident Response & Cyber Resilience
Rapid response frameworks and tabletop exercises to handle breaches.

Protection against Ransomware
Strong backup strategies, endpoint security, and user awareness.



What is Network Security?
Network Security refers to the policies, practices, and technologies used to protect the integrity,

confidentiality, and availability of data and resources across computer networks. It ensures that the

network is secure from unauthorized access, misuse, malfunction, modification, destruction, or improper

disclosure.

Purpose of Network Security

The main objectives of network security are:

Protect data in transit between systems and users.

Prevent unauthorized access to network resources.

Ensure service availability and prevent disruptions like DDoS attacks.

Monitor and control network traffic to detect and respond to threats in real-time.

Support compliance with cybersecurity standards and regulations.



 Principles of Network Security
Confidentiality

Prevents unauthorized users from accessing sensitive data.

Achieved via encryption, access control lists (ACLs), and VPNs.

Integrity
Ensures data is not altered or tampered with in transit.

Protected through hashing, digital signatures, and checksum methods.

Availability
Keeps the network and services up and running, even during attacks.

Managed through firewalls, load balancers, redundancy, and failover systems.
Authentication

Verifies the identity of devices and users on the network.

Accountability
Maintains logs and audits to trace actions back to individuals.



Common Threats
MITM (Man-in-the-Middle)
An attack where the attacker secretly intercepts and possibly alters the communication

between two parties without their knowledge.

Sniffing
The process of capturing and reading network traffic, often to collect sensitive data like

passwords or messages.

Spoofing
Faking or disguising your identity to appear as someone else, such as using a fake IP

address or MAC address to gain unauthorized access.



Scanning – What Is It?
process of systematically examining a network, system, or application to identify vulnerabilities, open ports, live

hosts, services, and potential security risks. It is a crucial part of the reconnaissance and assessment phase in

ethical hacking, penetration testing, and network monitoring.

Purpose of Scanning

Identify open ports and running services on devices and servers.

Detect vulnerabilities that could be exploited by attackers.

Map the network structure including hosts, routers, and firewalls.

Ensure compliance with security policies and standards.

Assist in threat modeling and risk assessment.



Scanning – What Is It?
Types of Scanning

Scanning is broadly categorized into three types:

1. Port Scanning
Detects open, closed, or filtered ports on a system.

Determines which services (HTTP, FTP, SSH, etc.) are running.

Tools: Nmap, Netcat, Angry IP Scanner

2. Vulnerability Scanning
Checks for known vulnerabilities, misconfigurations, and outdated software.

Uses vulnerability databases (e.g., CVEs).

Tools: Nessus, OpenVAS, Qualys, Rapid7 InsightVM



Scanning – What Is It?
 Network Scanning

Identifies active hosts and devices on a network.

Maps the network topology and lists IP addresses, MAC addresses, etc.

Useful for asset discovery and monitoring.



Scanning – What Is It?

Ethical vs Malicious Scanning



OS Fingerprinting
Process of determining the operating system (OS) of a remote host or device by analyzing

characteristics of its network traffic, responses to specific probes, or open ports. It's commonly

used during network reconnaissance by both ethical hackers and attackers.

Purpose of OS Fingerprinting
Identify the operating system (e.g., Windows, Linux, macOS, iOS).

Detect version details (e.g., Windows Server 2019, Ubuntu 22.04).

Tailor exploits to known OS vulnerabilities.

Help system admins ensure inventory accuracy and patch compliance.

Improve incident response and threat modeling.



OS Fingerprinting

Methods of OS Fingerprinting
There are two main methods:

Active OS Fingerprinting
Sends custom network packets to the target system and analyzes how it responds.

Focuses on TCP/IP stack behavior, flags, TTL values, window sizes, etc.

Example: Nmap’s OS detection (nmap -O <target>).
Advantages:

More accurate and detailed.

Disadvantages:
Easily detected (noisy), may trigger security alerts.



OS Fingerprinting

Methods of OS Fingerprinting
Passive OS Fingerprinting

Monitors existing network traffic without sending probes.

Analyzes patterns in packets (TTL, DF flag, options) as they pass by.

Tools: p0f, Wireshark with OS fingerprinting plugins.

Advantages:
Stealthy and undetectable.

Disadvantages:
Less accurate if insufficient traffic is observed.



OS Fingerprinting

Tools for OS Fingerprinting



✔️ Ethical Use: ❌ Malicious Use:

Security audits.
Attackers use it to find vulnerable OS

versions.

Asset management and compliance.
Enables targeted exploits or zero-day

attacks.

Tailoring penetration testing.

OS Fingerprinting



OS Fingerprinting

How to Defend Against OS Fingerprinting
Use firewalls to filter and block unnecessary ports and

responses.

Enable packet normalization on IDS/IPS systems.

Use intrusion detection systems (IDS) to detect active

fingerprinting attempts.

Implement proxy and VPN solutions to mask system details.

Patch and update systems to minimize exploitation risks.



 Vulnerability Scanning
An automated process of identifying security weaknesses, misconfigurations, and known vulnerabilities in

systems, networks, applications, and devices. It is typically conducted using specialized tools that compare

system details with databases of known vulnerabilities (e.g., CVEs - Common Vulnerabilities and

Exposures).

Purpose of Vulnerability Scanning
Detect exploitable flaws in systems and applications.

Assess security posture and risk exposure.

Support patch management by identifying outdated software or firmware.

Help organizations comply with security standards and regulations (e.g., ISO 27001, PCI-DSS).

Aid in penetration testing and continuous monitoring.



 Vulnerability Scanning
How Vulnerability Scanning Works

Discovery
         Identify active hosts, open ports, and running services.

Enumeration
         Gather system details (OS version, software versions, configurations).

Vulnerability Matching
          Compare identified data with known vulnerabilities (from databases like CVE, NVD, etc.).

Reporting
         Generate a detailed report with risk levels (e.g., critical, high, medium, low) and remediation

          suggestions.



 Vulnerability Scanning
Types of Vul Scanning



 Vulnerability Scanning
Tools



 Vulnerability Scanning
Limitations of Vulnerability Scanning

May produce false positives or false negatives.

Doesn’t confirm exploitable vulnerabilities (requires penetration testing).

Needs regular updates to detect newly discovered vulnerabilities.

Can cause minor performance impact on systems during scans.

Best Practices
Scan regularly (e.g., weekly, monthly, after updates).

Use credentialed scans for deeper insight.

Prioritize remediation based on CVSS score and business risk.

Combine with penetration testing for thorough validation.

Maintain and update the vulnerability database.



 Vulnerability Scanning
Vulnerability Scanning Report



 Defense: IDS/IPS
IDS (Intrusion Detection System)

A monitoring system that detects malicious or suspicious activity on a network or

host but does not take direct action to stop it.

Purpose
Detect known attack signatures (like malware, brute-force).

Alert security teams about possible breaches.

Help investigate and respond to threats.



 Defense: IDS/IPS
Types of IDS



 Defense: IDS/IPS
IPS (Intrusion Prevention System)

An active security system that detects and blocks malicious activity in real time, often

by dropping packets, resetting connections, or modifying traffic.

Purpose
Prevent attacks by blocking harmful traffic.

Enforce security policies.

Act as a first line of defense against zero-day exploits and DoS attacks.



 Defense: IDS/IPS
IDS vs IPS – Key Differences



 Defense: IDS/IPS
How They Work

1. Traffic enters your network.

2. IDS/IPS inspects the traffic using:

Signature-based detection

Anomaly detection

Behavior analysis

3. Based on rules:

IDS → Sends alert to admin (e.g., log or email)

IPS → Drops packet or blocks IP immediately



 Defense: IDS/IPS
Tools



DMZ (Demilitarized Zone)
A DMZ is a perimeter network that sits between an internal network and an external

network (usually the internet).  It acts as a buffer zone to expose public-facing services

(like websites or email servers) while keeping your internal network protected from

direct access.

Purpose of a DMZ



DMZ (Demilitarized Zone)
How a DMZ Works

External users access only the DMZ services.

Internal network is protected behind an

additional firewall.

Firewalls control what traffic is allowed into

and out of the DMZ.



DMZ (Demilitarized Zone)
Which Services are Typically in DMZ?



Wireshark
Used by SOC analysts, network engineers, ethical hackers, and forensic investigators.

🔍 Packet sniffing

See every data packet sent/received on a network

🕵️‍♂️ Troubleshooting

Diagnose slow networks, errors, or dropped packets

🔐 Security analysis

Detect suspicious traffic or malware

👨‍🏫 Learning tool

Understand how TCP/IP, DNS, HTTP, etc. work

💣 Attack detection

Spot port scans, ARP spoofing, and MITM attacks



Practical
OS Fingerprinting and Reconnaissance

nmap -O -T2 --scan-delay 100ms --max-retries 2 192.168.1.30  # OS detection via

Nmap

nmap -sV -T2 --max-retries 1 --scan-delay 100ms 192.168.1.30 # Service version

detection

nmap --script vuln --script-args vulns.showall -T2 192.168.1.30 # Vulnerability scan

Packet Filtering with iptables
sudo iptables -A INPUT -p tcp --dport 80 -j ACCEPT    # Allow HTTP

sudo iptables -A INPUT -p tcp --dport 23 -j DROP      # Block Telnet

# Save rules persistently

sudo apt install iptables-persistent

sudo netfilter-persistent save



Practical
Host Discovery and Scanning

nmap -sP 192.168.1.0/24                 # Ping sweep to find active hosts

nmap -sV 192.168.1.10                   # Detailed service scan

sudo arp-scan --interface=eth0 --localnet # ARP scan for local devices

sudo tcpdump -i eth0                    # Capture packets on eth0

wireshark                               # GUI packet analyzer

Network Interface and IP Info
ip a                                    # Show IP address info

ifconfig                                # Show network interfaces

ping google.com                         # Test internet connectivity

route -n                                # Show routing table



Practical
Manual Networking and Connection Testing

nc -lvp 4444                            # Listen on port 4444 (server)

nc 192.168.1.10 4444                    # Connect to listener (client)

netstat -an                             # Show all connections

sudo netstat -tuln                      # Show listening ports

ss -tuln                                # Show TCP/UDP listeners

telnet <target-ip> 8080                 # Test connection on port 8080

traceroute google.com                   # Show path to destination

nslookup google.com                     # DNS resolution

sudo iptables -F                # Flush iptables rules

sudo ufw reset                  # Reset ufw configuration



Practical
Open a Port:
Open Windows Defender Firewall with Advanced Security.

Click Inbound Rules → New Rule.

Select Port, click Next.

Choose TCP or UDP, enter the port number (e.g., 8080), click Next.

Allow the connection, apply to Domain/Private/Public, click Finish.

 Close a Port:
Find the corresponding rule in Inbound Rules, right-click → Disable or Delete.



What we’ve learned

Introduction to Networking

Understand networks, devices, IPs, etc

Practice with basic tools

What are Security Fundamentals

What is Network Security?

Focus on threats, scanning, defense



Challenge: Scan & Report

🎯 Objective:
Identify the target’s OS and services without being detected by IDS/IPS, enumerate vulnerabilities,

and prepare a detailed security assessment report.

Bonus (Extra Challenge)
Capture packets with Wireshark during scanning to see if any IDS triggers alerts.

Try to evade detection by modifying packet headers or fragmenting packets (using --mtu or --data-

length in Nmap).

Use tools like Metasploit auxiliary modules for OS detection and vulnerability scanning.


