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Week 1: Introduction to Cyber Security and Kali Linux (Completed)

Week 2: Networking and Security Fundamentals

Week 3: Cryptography

Week 4: OS Security

Week 5: Web Security

Week 6: Incident Response and Management

Week 7: Security Policies and Risk Management

Week 8: Emerging Technologies and Future trends

Week 9: CAPSTONE Project and Review

Week 10: CAPSTONE Project Presentations



What is OS Hardening?

Security Features by OS:

Windows: Windows Defender, Firewall, BitLocker, Security Center

Kali Linux: AppArmor, unattended upgrades, fail2ban

macOS: Gatekeeper, FileVault, built-in firewall, XProtect

Malware examples & defense tools for each OS

Auditing & Logs: What to look for? Where are they stored?

Practical (1 Hour):



What is OS Hardening?

Definition
OS Hardening refers to the process of securing an operating system by reducing its attack surface.

This means eliminating unnecessary services, tightening configurations, and enforcing strict security

controls to prevent unauthorized access or exploitation.

Objective:

To make the operating system as secure as possible by:

Minimizing vulnerabilities,

Reducing potential entry points,

Limiting what attackers can do even if they gain access.



What is OS Hardening?

Why is OS Hardening Important?
Prevents exploitation of default settings.

Makes systems less attractive targets.

Ensures compliance with security standards (ISO 27001, NIST, etc.).

Improves resilience against malware, privilege escalation, and remote code execution.

OS Hardening is like locking all the doors and windows of your house, disabling what you don’t
need, and adding alarms—before someone tries to break in.



What is OS Hardening?

Step Description

Remove Unnecessary Services
Disable unused ports, applications, and services (e.g., FTP,
Telnet)

Patch & Update Regularly Apply the latest OS and software security patches

Strong Authentication
Enforce complex passwords and enable MFA (Multi-Factor
Authentication)

Disable Unused User Accounts Remove or disable guest or default accounts

File Permission Management
Set correct file ownership and restrict access (chmod, NTFS
permissions)

Key Steps in OS Hardening



What is OS Hardening?

Step Description

Logging & Auditing Enable system logging to monitor and detect suspicious activities

Limit Admin Privileges
Apply the Principle of Least Privilege (PoLP) to all users and
services

Secure Boot Settings Protect BIOS/UEFI with passwords; enable Secure Boot

Application Whitelisting Only allow approved apps to run (e.g., AppLocker on Windows)

Key Steps in OS Hardening



What is OS Hardening?

Examples by Operating System:



Malware Examples & Defense Tools by OS

Common Malware Examples Windows



Malware Examples & Defense Tools by OS

Defense Tools Windows:



Malware Examples & Defense Tools by OS

Common Malware Examples Kali Linux / Debian



Malware Examples & Defense Tools by OS

Defense Tools Linux



Malware Examples & Defense Tools by OS

Common Malware Examples MaC



Malware Examples & Defense Tools by OS

Defense Tools MaC



Malware Examples & Defense Tools by OS
Summary



Auditing & Logs

What is Auditing?
Auditing is the process of tracking and recording events or activities on an operating system

to detect suspicious behavior, troubleshoot problems, or ensure policy compliance.

What Are Logs?
Logs are time-stamped records of system events, user actions, and application behaviors.

They are essential for monitoring, incident response, and forensics.

What to Look for and Where They’re Stored



Auditing & Logs
What Should You Look For in Logs?



Auditing & Logs
Where Are Logs Stored?

Location:

 Logs are stored in the Event Viewer under various categories:

path: Control Panel > Administrative Tools > Event Viewer

Log Types



Auditing & Logs
Where Are Logs Stored?

Log Directory in Kali: /var/log/

Imp Log Files

Commands:
sudo cat /var/log/auth.log | grep "sudo"

sudo tail -f /var/log/syslog



Auditing & Logs
Where Are Logs Stored?

Location in macOS:

 Log Viewer App: Use Console.app: Applications > Utilities > Console

Log Files (Also stored in /var/log/):

Commands
log show --predicate 'eventMessage contains "login"' --info

tail -f /var/log/system.log



Auditing & Logs
Enable Advanced Auditing

Why Logs Matter

Detect Attacks: Failed login attempts, privilege misuse.

Ensure Compliance: Who accessed what and when?

Troubleshooting: Identify cause of system/application failure.

Digital Forensics: Logs can be used as legal evidence in breaches.



Practical



What is OS Hardening?

Security Features by OS:

Windows: Windows Defender, Firewall, BitLocker, Security Center

Kali Linux: AppArmor, unattended upgrades, fail2ban

macOS: Gatekeeper, FileVault, built-in firewall, XProtect

Malware examples & defense tools for each OS

Auditing & Logs: What to look for? Where are they stored?

Practical (1 Hour):


